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Art Unit: 2142 

DETAILED ACTION 

This is in response to the amendment filed on 12/06/07 which concerns 
application 10/665,808. 

Status of Claims 

Claims 1-11, 13-14, 30 and 49-66 are pending. 
Claims 12, 15-29 and 31-39 have been cancelled. 
Claims 40-48 have been withdrawn. 



Response to Arguments 

1 . Applicant's arguments, see pg. 10-11, filed 12/06/07, with respect to the claim 
objections and the claim rejections under 35 U.S.C. 1 12 have been fully considered and 
are persuasive. The objections and 35 U.S.C. 112 rejections of claims 1-11 and 13-14 
have been withdrawn. 

2. Applicant's arguments, see pg. 1 1 , filed 12/06/07, with respect to the rejection(s) 
of claim 30 under 102(e) have been fully considered and are persuasive. Therefore, the 
rejection has been withdrawn. However, upon further consideration, a new ground(s) of 
rejection is made in view of 103(a). 



Application/Control Number: 10/665,808 
Art Unit: 2142 



Page 3 



3. Applicant's arguments, see pg. 12-1 3, have been fully considered but they are 
not persuasive. Applicant argues that neither Mahalingam nor Vega disclose "deciding 
whether to transfer the data" as recited by claim 1 . This argument is not persuasive 
because Mahalingam does disclose this step as a decision state where It is decided 
whether or not a packet should be transferred (col. 15 In. 1 1-24, Fig. 9), and if it is 
decided not to transfer, the packet is discarded (col. 15 In. 18, Fig. 9 step 1 130). 

4. Applicant argues that Mahalingam does not relate to and therefore does not 
disclose the limitations of claim 8. Although this argument is not persuasive, the 
rejection has been expanded upon to further explain how the references Mahalingam 
and Vega disclose the limitations of claim 8. Applicant may find the prior art of record 
Carollo (US 2004/0267866 A1) useful for explaining that a network resource (i.e. NIC) is 
commonly associated with a process or application (i.e. virtual machine), see paragraph 
11. 

Specification 

5. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: there appears to be no antecedent basis for the term 
"computer-readable medium" as used in new claims 51-66. 
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Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-8 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mahalingam et al. US Pat. No. 6,208,616 B1 in view of Vega US Pat. No. 
7.136,800 61. 

Regarding claim 1 , Mahalingam discloses "based on the NIC management 
information [...] deciding whether to transfer the data" and "based on the NIC 
management information [...] selecting a NIC over which to transfer the data" as a 
system that can perform load sharing of packets across a plurality of NICs by using NIC 
loads as a factor and switching between NICs if one fails (see abstract, paragraph 98, 
and Fig. 10) and "deciding whether to transfer the data" as determining whether or not 
to transfer the data (col. 15 In. 1 1-24, Fig. 9). Mahalingam also discloses "if a decision 
is made not to transfer the data, discarding the data" as discarding data (col. 15 In. 18). 

Mahalingam does not teach using VM-specific information in the decision making 
process. However Vega teaches making a decision "based on [...] the VM-specific 
information" by allocating resources among multiple virtual machines running on a 
physical computer. Vega explicitly teaches using VM-specific information (col. -3 In. 
65 — col. 4 In. 7) to manage the host computer's resources. Although Vega is directed 
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to allocating processor time, one skilled in the art understands that a NIC is a computer 
resource and the same allocation methods can be used. Motivation to combine these 
references is common knowledge in the art. Using thread / process specific Information 
(such as priority) is well known when allocating processor time in a multithreaded 
environment. Logical partitions are a natural extension of a multithreaded operating 
system, and thus using VM specific infonnation to allocate resources would have been 
obvious to one of ordinary skill in the art at the time the invention was made. 

Regarding claim 2, the additional limitation, "in which the VM-specific information 
. indicates an amount of network bandwidth that is allocated to a VM that requested the 
data transfer" is suggested by Vega as apportioning a percentage of resources to each 
virtual machine (see paragraph 9, lines 17-18), or in the alternative an absolute capacity 
(see paragraph 1 1 , lines 1-2). The motivation to combine the two references was set 
out in the rejection of claim 1 . . 

Regarding claim 3 the additional limitation, "decision is made not to transfer the 
data because transferring the data would cause the VM's allocation of network 
bandwidth to be exceeded" is suggested by Vega. Vega teaches that if a VM were to 
exceed its allocation of resources, the operation would not be allowed (see paragraph 
17, lines 11-15). Motivation to combine Is the same rationale as used in claim 1 
rejection. 
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Regarding claim 4 the limitation, "in which the VM-specific information indicates 
the priority of the VM that requested the data transfer relative to the priorities of other 
virtual machines" is taught by Vega (see paragraph 1 1 , lines 12-15) where priorities are 
assigned to VMs for the purpose of resource allocation. The motivation to combine 
these references follows the same rationale as used in claim 1 rejection. 

Regarding claim 5 the limitation, "in which the NIC management information 
indicates which one or more of the plurality of NICs is available for the transfer of data" 
is disclosed by Mahalingam. The system in Mahalingam controls which NIC to use, to 
do this it is inherent that a list of available NICs is kept (see Fig. 2, steps 52-66). 
Motivation to combine Is the same as that used in the claim 1 rejection. 

Regarding claim 6, Mahalingam discloses the additional limitation "in which the 
NIC management infonnation further indicates a pending data transfer load for each of 
the available NICs" as a system that chooses which NICs to use based on an algorithm 
that includes load information (see column 15. lines 30-35). Motivation to combine is 
the same as that used in the claim 1 rejection. 

Regarding claim 7, Mahalingam discloses "in which a load distribution function, 
based on the NIC management information [...] is used in selecting a NIC over which to 
transfer the data" as a system that chooses a NIC based on an algorithm that will 
choose a NIC that is less loaded than another NIC (see column 15, lines 30-35). The 
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motivation to combine Mahalingam and Vega is the same as stated in the claim 1 
rejection. 

Regarding claim 8, Mahalingam discloses "the ... data transfer requests are 
routed over the second NIC if the first NIC is not available" as a system having a 
primary and secondary NIC where traffic is directed to the primary NIC until it fails and 
thereafter traffic is directed to the remaining NIC (col. 5 In. 40-52), and "the ... data 
transfer requests are routed over the first NIC if the second NIC is not available" as 
analyzing all NICs for failure and routing data accordingly (col. 5. In. 58-62, Fig. 2). 

Mahalingam does not explicitly disclose "a first VM's data transfer" however as 
discussed in claim 1 . Vega teaches allocating resources among virtual machines (col. 3 
In. 35-40). 

Although Mahalingam and Vega do not explicitly disclose, "in which a first VM's 
data transfer requests are substantially always routed over a first NIC as long as the 
first NIC is available, and a second VM's data transfer requests are substantially always 
routed over a second NIC as long as the second NIC is available" this concept is well 
known in the art (see response to arguments) and yields predictable results. It would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
associate a virtual machine with a NIC and use that NIC to transfer data to and from 
that virtual machine. 
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Regarding claim 10, Mahalingam discloses "in which the management 
information indicates whether a failover is occurring on one of the NICs" as a system 
that detects NIC failures and determines which NIC to use based on this information 
(see column 4, lines 30-40). The motivation to combine Mahalingam and Vega is stated 
above. 

3. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mahalingam and Vega and further in view of Carollb et al. U.S. Pub 2004/0267866. 

Regarding claim 9, Mahalingam and Vega do not disclose "in which the first VM's 
data transfer requests are distinguished from the second VM's data transfer requests by 
reference to a source physical address contained in a header of each data transfer 
request", however Carollo teaches this as a system that connects virtual machines to a 
tangible network. Carollo describes a system where a VM can send and receive data 
specific to it, thus the data transfer request inherently must include an address to 
receive a response, this address allows one to diistinguish between different VMs (see 
abstract and paragraph 4). It would have been obvious to one of ordinary skill in the art 
at the time the invention was made to combine Carollo because a return address to 
distinguish the sender is a necessity for any type of two-way communication. 
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4. Claims 11, and 13-14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mahalingam in view of Vega and further in view of Rietschote et al. U.S. Pat. No. 
7,203.944 B1. 

Regarding claim 1 1 , Mahalingam and Vega do not disclose, "in which the VM 
that has requested the data transfer is temporarily suspended if a failover is occurring 
on one of the NICs". However Rietschote does teach suspending a virtual machine to 
balance load (see col. 1 lines 8-10 and col. 7 lines 4-5). The motivation to combine is 
load balancing which is apparent from the title of the invention. Thus it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
suspend the VM when a NIC was failing, this is simply a way of load balancing. 

Regarding claim 1 3, Rietschote discloses "if a decision is made not to transfer 
the data, a further decision is made whether to suspend the VM that requested the data 
transfer" as a system that suspends VMs to balance the load. In the present invention it 
is assumed that when a decision is made not to transfer this is because the VM is 
exceeding its share of resources, thus an act of load balancing needs to occur. 
Rietschote teaches suspending the VM ias a way of load balancing (see paragraph 24). 

Regarding claim 14, Rietschote discloses, "a further decision is made whether to 
migrate the VM that requested the data transfer to another computer system" as a 
system for performing load balancing by migrating VMs from one computer system to 
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another (see paragraph 21). The motivation for combining Rietschote is similar to the 
motivation set out in the claim 1 1 rejection. 

5. Claim 30 is rejected under 35 U.S. C. 103(a) as being unpatentable over 
Macchiano U.S. Pat. 7,111,303 B2 in view of Vega U.S. 7,136,800 B1 and in further 
view of Mahalingam et al. U.S. Pat. 6,208,616 B1 . 

Regarding claim 30, Macchiano discloses, "a method for responding to requests 
to transfer data from a virtual computer system and to a physical computer network" as 
a way for users on a virtual machine to communicate using Internet Protocol (see 
column 3, lines 50-52). Macchiano further discloses, "the virtual computer system 
comprising a first VM and a second VM" as a virtual machine operating system having a 
first and second user portion (see column 3, lines 53-54, Fig. 1 components 12, 14; col. 
4 lines 50-54). Macchiano also discloses, "the virtual computer system also comprising 
a first physical network interface card (NIC) and a second physical NIC for connecting to 
the computer network" as describing each user portion having a virtual NIC and the 
computer system may also contain multiple physical NICs (see col. 3 lines 56-58 and 
Fig. 1 comp. 42, 44; col. 5 lines 4-6). 

Macchiano further discloses, "for each data transfer request: determining which 
VM within the virtual computer system is involved in the requested data transfer; and if 
the first VM is involved in the requested data transfer, transferring the data over the first 
NIC" as a way of communication in which a base portion maintains a table of IP 
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addresses by which the device driver addresses its respective NIC (determining which. 
VM is involved in transfer), and where the IR datagram from the first user portion is 
passed to the first NIC (see column 3, lines 60-66). 

Macchiano does not explicitly disclose "determining that the first VM has a higher 
priority than the second VM" however this is taught by Vega as assigning a proportional 
share (priority) to a virtual machine (col. 3 In. 39-41). It would have been obvious to one 
of ordinary skill in the art at the time of the invention to modify Macchiano with the 
priority factor taught by Vega for the purpose of allocating resources. Using priority to 
give preferential treatment to an application or process is well known in the art and 
yields predictable results (as evidenced by Vega). 

Macchiano does not explicitly disclose "determining that the second NIC is not 
available for transferring data" or "in response to determining that the second NIC is not 
available, discarding the data" however this is taught by Mahalingam et al. as detecting 
failure of a NIC (col. 5 In. 44-48, Fig. 2) and discarding data related to a secondary NIC 
(col. 15 In. 12-18). It would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify Macchiano with the error checking taught by Mahalingam 
for the purpose of transferring data. Error checking is well known in the art and yields 
predictable results (as evidenced by Mahalingam). 

Regarding claims 49-66, Applicant states these are susbstantively comparable to 
the original claims, as amended, (pg. 13). Therefore, they are rejected for the same 
reasons. 
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Specifically, claims 49-50 are similar to claims 13-14. Claims 51-63 are similar to 
claims 1-11 and 13-14. Claims 64-66 are similar to claims 30 and 13-14. 

Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly. THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JASON RECEK whose telephone number is (571)270- 
1975. The examiner can normally be reached on Mon - Thurs 8:30am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
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number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 





/Jason Recek/ 
Examiner. Art Unit 2142 
(571)-270-1975 
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